NudopmanuonHas naMATKa VI 00y4aIOIIUXCS

C KaXJpIM IroJIOM MOJIOJEKH B UHTEPHETE CTAHOBUTHCA OOJIbIIIE, A IIKOJbHUKU OJIHU U3 CaMBbIX
aKTHBHBIX MoOJb30Bareneid PyHnera. Mexay TeMm, NOMHMO OrPOMHOIO KOJHYECTBA BO3MOKHOCTEH,
MHTEPHET HEeCeT U Mpo0JieMbl. DTa maMsITKa JOJDKHA TTOMOYb TeOe 0e30MacHO HaXOIUThCS B CETH.

Komnwvromepnvie supycoi

KoMmnploTepHblil BUPYC — 3TO pPa3HOBHUJHOCTb KOMIIBIOTEPHBIX IPOIpPaMM, OTJIMYMTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBJISI€TCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO. B omonHeHue K 3ToMy, BUPYCHI
MOTYT TOBPEIUTh WIM TOJHOCTBIO YHHUYTOXHUTH Bce (Hailibl W JaHHBIE, MOJKOHTPOJIbHBIC
I10JIb30BATENI0, OT UMEHH KOTOpPOro ObliIa 3amylieHa 3apak€HHas IporpaMmma, a TaKkke OBPEIUTh WU
Jake YHUYTOXKUTH ONEPAMOHHYIO CHCTEMY CO BceMH (aiiaMu B 1enoM. B OOoJbIIMHCTBE clydaeB
PacpoOCTPaHAIOTCA BUPYCHI UEPE3 UHTEPHET.

MeTopl 3a1UTEl OT BPEJOHOCHBIX IIPOTrPaMM:

1. Hcnonp3yli coOBpeMEHHBIE OIEPAIMOHHBIE CUCTEMBI, HMMEIOIINE CEPbE3HBIN YypOBEHBb
3aIUTBI OT BPEAOHOCHBIX ITPOrPAMM;

2. TlocrossHHO ycranaBnuBail madytu (IUQPOBBIE 3aIUIATKH, KOTOPHIE ABTOMATHYECKH
YCTAQHABJIMBAIOTCS C 1LEJIbI0 JOpPa0TKM MporpaMMbl) M Jpyrue OOHOBJIEHUS CBOEH
OTIeparmoHHON cucTembl. CKauMBail UX TOJIBKO ¢ OUIIMATBHOTO caiita pa3padborunka OC.
Ecnu cymecTByeT pexxuM aBTOMaTHYeCKOro OOHOBJICHUS, BKJIIOUH €T0;

3. Paloraii Ha cBOeM KOMIBIOTEpE MO MpaBaMH IOJIb30BATENsl, a HE aJIMUHUCTPATOPa. ITO
HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX NPOTrpaMM HMHCTAIMPOBATHCS HA TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yll aHTHBHPYCHBIE HpPOrpaMMHBIE IPOAYKTHl H3BECTHBIX IPOU3BOAUTENIEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannub GpU3NUECKUI TOCTYI K KOMIBIOTEPY /1Sl TOCTOPOHHUX JIUII;

Hcnonp3yil BHEIIHWE HOCUTENM WMHGOpMalUH, Takue Kak (remka, TUCK win ¢ain u3

UHTEPHETA, TOJIKO U3 MPO(EePEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (PAIIBI, TOJYYEHHbIE U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpBIE IPUCTAT TBOW 3HAKOMBIH. Jlydiie yrouHu y Hero, OTHpaBiIsul U OH Tebe
uX.

oo

Cemu WI-FI

Wi-Fi - 3T0 He BUJ nepeaadd AaHHBIX, HE TEXHOJIOTHs, a BCEro JHIb OpeHja, Mapka. Eie B
1991 rony Huaepmanackas komnaHus 3apeructpupoBasia Opern «WECA», uto o006o03Hauano
cnoBocouetanue «Wireless Fidelity», KoTopbIi TepeBOAUTCS KaK «OECIIPOBOIHASI TOYHOCTHY.

Jlo Hamero BpeMeHH Jouuia apyras abopeBuarypa, KoTopas siBIsieTcs TaKOW K€ TEXHOJIOTHEH.
Ot0 abbpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha CTaHJApT BBICIIUHN 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBoe 03HauaeT «BbICOKAst TOUHOCTH.

Ja, OecrnyaTHBI WHTEpHET-IOCTYN B Kade, OTeNsIX M a’poroprax SBISETCS OTIMYHOU
BO3MOKHOCTBIO BBIXOJIa B MHTepHET. Ho MHOTHE KCIepThl CUMTAIOT, 4To obenoctynubie Wi-Fi cetn
He SBJISIOTCS O€30MaCHBIMH.

CogeTbl 10 0e30macHOCTH paboTe B 001Ie10CTyMHBIX ceTssx Wi-fi:
1. He nepenasaii cBo0 JIM4YHYIO HHpOpManuio yepes obmenoctynusie Wi-Fi cetu. Paboras B
HHX, eJIaTeJIbHO He BBOJIUTD IAPOJIH JAOCTYIIA, JOTWHBI M KaKHe-TO HOMEpa;
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2. Hcnonp3yii 1 OOHOBISH aHTHUBUPYCHBIE MPOrpaMMbl U OpaHamayep. TemM caMbIM TbI
obe3omacuiib ce0s OT 3aKaUKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonws3zoBanun Wi-Fi otkimoun ¢pynkmmio «O0uwmii qoctyn K ¢aitiaMm u npuHTEpaM».
Jannast GyHKIMS 3aKpbITa 110 YMOJTYAHUIO, OJJHAKO HEKOTOPHIE MOJIb30BATENIN AKTUBUPYIOT
e€ s ynoOCTBa UCTIOIB30BaHUS B paboTe WiH yueoe;

4. He ucnonp3yii nyonuunbiii WI-FI mis nepenayn TMYHBIX JaHHBIX, HAIPUMEDP JJI BBIXOJ1A
B COI[MAJIbHBIC CETH WU B 3JICKTPOHHYIO I1OUTY;

5. Hnonp3yii Toapko 3amuiieHHoe coenunenne yepes HTTPS, a ne HTTP, T.e. nmpu Habope
BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOwmibHOM Tenedone otkimoun GyHkmuto «l[loakmrouenue k Wi-Fi aBroMmarnueckmy.
He nmomyckail aBTOMaTH4ecKoro MOAKIIOYEHHs YCTpoiicTBa K cerssiM Wi-Fi 6e3 TBoero
coryiacus.

Coyuanvuvie cemu

ConuanbHble CETH aKTUBHO BXOJST B HAIly >KHW3Hb, MHOTHE JIOAM PabOTAIOT U KUBYT Tam
ocTosiHHO, a B Facebook yxe 3aperucrpupoBan MuIIIMap] 4eJIOBEK, YTO SBJISETCS OJAHOM ceabMOi
BCEX KUTeNel MmiaHeThl. MHOTHE MOIb30BaTeNld He TTOHUMAIOT, YTO UHGOpMaIus, pa3MeIIeHHas UMU
B COIMAIBHBIX CETSX, MOXKET OBITh HAWJEHA W WCIOJIb30BaHA KEM YroJHO, B TOM YHCJIC HE
00s13aTeNBHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COLIUANIBHBIX CETAX:

1. Orpanunub criucok Jpy3ei. Y Te0s B Ipy3bsiX HE JOJKHO OBbITh CIYyYalHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3ammimai cBOIO YacTHYIO Xu3Hb. He ykaspiBail mapomu, TenedoHsbl, aapeca, JaTy TBOETO
POXJEHUS U APYTyl0 JIMYHYIO HHGPOpMaLHUio. 3JI0YMBILUIEHHUKH MOTYT HCIHOJIb30BaTh
Jaxe nH(OPMALIHIO O TOM, KaK Thl U TBOM POJIUTEINN IUIAHUPYETE MPOBECTH KaHUKYJIBI,

3. 3amminail cBOIO pemyTalMio - Iep>KU €€ B YUCTOTE U 3ajJaBail cebe Bompoc: XxoTea Obl ThI,
YyTOOBI JIpyrve MOJIb30BaTEeNN BUIEIH, UTO Thl 3arpyxaeib? [logymai, mpexae ueM 4To-To
OIyOJIMKOBATh, HAITUCATD U 3arPy3UTh;

4. Ecnu Tbl TOBOPULIb C JIOAbMH, KOTOPHIX HE 3HACIb, HE UCIOJIb3YH CBOE pealbHOE UM U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U ITpoYee;

5. HzbGerait pazmenienusi ¢potorpaduii B UntepHeTe, rae Thl M300paKeH HA MECTHOCTH, TIO
KOTOPOU MO>KHO OIPENETUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucTparmum B COLMATBHON CETH HEOOXOAMMO HCIIONB30BaTh CIIOKHBIC ITapOJIH,
cocTosuIre u3 OykB U IM(pP U ¢ KOJIUIECTBOM 3HAKOB HE MeHee §;

7. Jlns conmanbHOM ceTH, MOYTHl M JPYrUX CAlTOB HEOOXOJUMO HCIOJIb30BaTh pPa3HbIE
naponu. Torna ecnu Teds B3JIOMAlOT, TO 3JOYMBIIIJICHHUKH IOJIy4aT AOCTYH TOJBKO K
OJIHOMY MECTY, a HE BO BCE cpa3y.

OnexmponHvle Oenbau

ONEeKTPOHHbIE JEHbIM — 3TO OYEHb YAOOHBIM CHocod miaTexel, OAHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JIE€HBIH.

SHCKTpOHHLIC JACHBI'M TIOABHUINCH COBCEM HCAABHO W HMMCHHO H3-3a 3TOro BO MHOI'MX
rocyaapcCrBax 10 CHUX IIOp HE MPOIMMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu QyHKIIMOHMPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, /i€ UX Pa3ACiIIIOT Ha
HECKOJIbKO BUJIOB — AaHOHMMHBIE M HE€ aHOHMMHBIE. Pa3HHIla B TOM, 4TO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi MPOBOIUTE Orepanuu 06e3 uaeHTU(UKALUN MT0JIb30BaTEeNs], @ B HEAHOHUMHBIX
UICHTH(HUKAIIUY TTOTH30BATENS SBISETCS 00513aTEIHHOM.
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Takxe crneayeT pas3nuuaTh OJJIEKTPOHHbIE (UaTHBIE ACHBIU (PaBHBI TOCYIapPCTBEHHBIM
BaJIIOTaM) U DJICKTPOHHBIC HEUATHBIE ICHBI'H (HE PaBHBI TOCYAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI TI0 O€30IAaCHOM paboTe € ANEKTPOHHBIMH JCHbIaMH:

1.

4.

[IpuBsoku K cyeTy MOOWIBHBIM TenedoH. DTO camblii ymOoOHBIH M OBICTPBIA CIIOCOO
BOCCTaHOBUTH JOCTYI K cueTy. [IpuBsi3aHHBIN TenedoH MOMOXKET, ecliu 3a0yJelib CBOH
IJIATEKHBIN [TapOJIb WU 3alIe1Ib HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

Hcnons3yit onHopazoBbie napoiu. [locne nepexoaa Ha yCUIIGHHYIO aBTOPHU3AIIUIO TEOE yxKe
He Oy/IeT yrpoXaTh OMAaCHOCTh KPa)Ku UJIU TepexBaTa IJIaTeKHOT0 MapoJis;

Bribepu cnoxxubiidi maposs. [IpectynHukam OyaeTr He IpOCTO yrajaarh CIOXKHBINA Mapoib.
Haznexxnbie mapoinu — 3TO Mapoiiu, KOTOPhIE COJIEpKaT He MeHee 8 3HAKOB U BKJIIOYAIOT B
ceOst CTpOUYHBIC M TPOMUCHBIC OYKBBI, MU(PPHI M HECKOJBKO CHMBOJIOB, TaKHE KaK 3HAK
noJutapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

He BBOiM cBOM JTMYHBIC JaHHBIE HA CaliTax, KOTOPHIM HE JIOBEPSICIIb.

aﬂeKMPOHHaﬂ nouma

DNEeKTpOHHAs M0YTa — 3TO TEXHOJOIHS M IMPENOCTABIISIEMbIE €0 YCIYI'M IO INEPEChUIKE U
MOJTYYEHHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpbIE pacHpeAessstoTCsl B KOMIBIOTEpHOU ceTu. OObIYHO
AJIEKTPOHHBIN MOYTOBBIA SIIMK BBITTIAUT CISAYIOIIUM 00pa3oM: MM _IOJIb30BATEIA(@HUMS_JTIOMEHA.
Taxoke Kpome nepegadn IpoCTOro TeKCTa, UMEETCsl BO3MOXKHOCTb IepeaBarh (aiiibl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C INEKTPOHHOU MOUTOM:

1.

Hano BeIOpaTh mpaBWIbHBIA MOYTOBBIA cepBHC. B HHTEpHETE €CTh OTPOMHBINA BBIOOD
OecCIUTaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO Jy4Yllle JOBEPATh TEM, KOIO 3Haellb U KTO
IIEPBBII B PEUTHUHTE;

He ykasbiBail B snn4yHOM moure auuHyro wuH(popmanuio. Hampumep, mydiie BbIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3y;

Hcnonp3yil IByX3TalHYyI0 aBTOPU3ALMI0. JTO KOIZa IIOMUMO Naposisl Hy)KHO BBOJUTH KOJ,
npucbuIaeMblil mo SMS;

BeiOepu cnoxxHbIi mapoib. IS KakAOro IMOYTOBOIO SIIMKA JIOJKEH OBbITh CBOM
HaJCKHBIA, YCTOWYMBBIN K B3JIOMY IIapOJIb;

Ecnu ectb BO3MOXKHOCTB HAalMCAaTb CAaMOMY CBOM JIMYHBIA BOIIPOC, HUCIOJIB3YH OTY
BO3MOKHOCTB;

Hcnonb3yil HECKOIBKO IIOYTOBBIX SAIIMKOB. llepBelii a1 4YacTHOM IIEPENUCKU C
azipecaTamMH, KOTOPbIM Thl JOBEpsellb. DTO AJIEKTPOHHBIN aJpec He HaJ0 HCIOJIb30BaTh
IpU perucTpanuu Ha opymax U cairax;

He otkpbiBail (aiinel 1 Apyrue BIOXKEHUS B MHCbMAaxX Jake €CJIU OHHM IPULUIA OT TBOMX
npys3eil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (aiiibl;

[Tocne okoH4yaHus pabOTHI HA TOYTOBOM CEPBHCE MEpe]l 3aKPhITHEM BKJIAJKH C CAliTOM He
3a0yab HaXxaTh Ha «BBIATIY.

Kubepbynnune unu supmyansvHoe uzoesamenbcmeo

KubepOymiuHr — mpecineoBaHne COOOUICHUSMH, COJEPKAIIIMH OCKOPOJIEHUs, arpecculo,
3allyTHBaHME;, XYJIUTAHCTBO; COIMAIbHOE OONKOTHpPOBAaHME C TOMOIIBIO PA3TUYHBIX HMHTEPHET-

CEPBHCOB.
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OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1.

N

o1

He Gpocaiics B 60ii. Jlydmuii crioco0: mocoBeToBaThCst Kak ceOst BECTH M, €CIM HET TOTO, K
KOMY MOXHO OOpaTHThCS, TO BHayalle YCIOKOUThCA. Eciu Thl HauHemb OTBEYaTh
OCKOpOJICHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO €IIle OOJIbIIE Pa30XiKellb KOH(IUKT;
VYmpasisaii cBoeit kudeppernyraiuei;

AHOHUMHOCTh B ceTu MHuMas. CyIIeCTBYIOT CMOCOObI BBIACHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

He ctouT BecTn Xynuranckuii o0pa3 BUpPTyallbHOM ku3HU. IHTEpHET PUKCHUpyeT BCe TBOU
JNEHCTBUS U COXpaHSIET UX. Y TAIUTh UX OyJeT KpaiiHe 3aTpyTHUTEIbHO;

Cobuto1aii CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

Urnopupyit enuHuuHbli HeraTuB. OJHOPA30Bble OCKOPOUTEIbHBIE COOOIEHUS JydIle
UTHOpHPOBaTh. OOBIUHO arpeccus MPEeKpaaeTcsi Ha HA9allbHOM CTaIuH;

ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILEHHUSMH, B COL[MAIBHBIX
CETSIX €CTh BO3MOKHOCTH OJIOKHPOBKHU OTIIPABKH COOOIICHUN C ONPEICTICHHBIX aJ[PECOB;
Ecnu To1 cBunerens kubepOysuinnara. TBou AeCTBUS: BRICTYIHUTH MPOTHB Ipecie1oBaTeNs,
MOKa3aTh €My, UTO €ro JEeHCTBUsI OIEHWBAIOTCS HETAaTUBHO, MOJEPKATh KEPTBY, KOTOPOH
HY)KHa [ICUXOJIOTHYECKas IIOMOIb, COOOUIUTH B3pPOCIBIM O (aKTe arpecCUBHOTO
MOBEJICHUS B CETH.

Mobunvusiii menegon

CoBpemenHble cMapT(OHBI U IUIAHILIETHI COJIEPKAT B ceOe BIOJHE B3pOCIbIA (PyHKLIMOHAI, U
Telepb OHU MOTIYT KOHKYPHUPOBAaThb CO CTAallMOHAPHBIMU KoMIbroTepamu. OQHAKO, CPEICTB 3alUThI
JUI IOAOOHBIX YCTPOMCTB ITOKA OUeHb Maso. TecTupoBaHUE U MOUCK YSI3BUMOCTEHM B HUX IPOUCXOTUT
He TaKk HHTeHCUBHO, Kak A [IK, To xe camoe kacaercss 1 MOOMIIbHBIX IPUIIOKEHUI.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MNPAKTUYECKH JIOTHAIM HACTOJbHBIC aHAJIOTH,
OJIHaKO pacimupeHue ¢yHKIUOHATA BIEYET 3a COOOW OOJBIIYI0 CJIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMTENH BBITYCKAIOT OOHOBJIEHHS, 3aKpPBIBAIOIINE KPUTHUYECKHE
YSA3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OcCHOBHBIE COBETHI JyIsi 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

1.

2.

o w

~

Hudero He siBisieTcst mo-HacTosiieMy OecriaTHbIM. byab ocToposkeH, Benb korga Tebe
npeiaraloT OeCIuIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUe-TO TJIaTHBIE YCIIYTH;
Hymaii, mpexae dem otmnpaBuTh SMS, hoTo unu Buaeo. Thl TOYHO 3HACIb, I/I€ OHU OyIyT
B KOHCYHOM HTOTE?

Heo6x01uMo 0OHOBIISATE ONEPAIIMOHHYIO CUCTEMY TBOETro cMapT(hoHa;

Hcrnonp3yit aHTUBUPYCHBIE TTPOTPAMMBI 711 MOOMITBHBIX Telle(pOHOB;

He 3arpyxail mpuiokeHus OT HEM3BECTHOI'O MCTOYHUKA, BEAb OHU MOTYT COJEpKaTh
BPEJOHOCHOE TIPOrPAaMMHOE 00ECTICUCHHE;

[Tocme Toro kak ThHI BBIJEHIb C caiiTa, Ti€ BBOAWUJ JHMYHYH HHGOpPMAIUIO, 33U B
HACTPOWKH Opay3epa U ynainu cookies;

[lepnonnuecku npoBepsiii Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBail cBoii HOMep MOOWJIBHOTO TejaepOHa TONBKO JIIOJSAM, KOTOPHIX Thl 3HAClIb U KOMY
JIOBEPSIEIIIb;

Bluetooth gomxeH ObITH BBIKIIIOUEH, KOTJIa THI UM HE TOJIb3yemibcs. He 3a0biBail mHOTIA
MIPOBEPSITH 3TO.

Online uepwi
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CoBpeMEHHBIE  OHJIAMH-UIPBI  — 3TO  KpPacO4yHbIC, 3axXBaThIBAIOIIME  Pa3BICYCHHS,
OOBEIUHSIOMINE COTHU THICAY YEJIOBEK IO BCeMYy MHpPY. MIpOKM HCCIENYyIOT TaHHBIH UM MHD,
OOIIAIOTCS IpYT € JIPYIOM, BBIMOJHSAIOT 33JaHUs, CPAKAIOTCS ¢ MOHCTPAMHU M IOJIY4aroT ONBIT. 3a
YIIOBOJILCTBHE OHHM IUIATAT: MOKYMAIOT JHCK, OIUIAYMBAIOT A0OHEMEHT WJIM NPUOOPETaloT KaKue-TO
OIILIHH.

Bce st cpeactBa Uyt Ha mojajep)KaHUE M Pa3BUTHE UIPHI, a TAK)Ke Ha caMmy O€30MacHOCTb:
COBEPIICHCTBYIOTCS CUCTEMBbl aBTOPU3AIIMU, BBITYCKAIOTCS HOBBIC MaT4d (IU(POBBIC 3arIaTKU st
MIPOrpaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUrpax CTouT omnacaTbCsa HE CTOJBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXXu TBOCTO
mapoJjisd, Ha KOTOpOM OCHOBAaHa CUCTEMaA aBTOpHU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30I1ACHOCTH TBOET'O UI'POBOT'0 AKKAyHTA:

1. Ecnu npyroit urpok Befer ceds MI0Xo WIK Co3/1aeT Tede HEMPUATHOCTH, 3a0JI0KUPYH ero B
CIIUCKE UTPOKOB;

2. Tloxanyiics agMMHHUCTpaTOpaM WIPbl Ha IUIOXO€ IOBEJAECHHE ATOI0 UIPOKa, JKeJaTeabHO

IPWIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

He yka3biBaii 1uunyro nHpopMmanuio B npodaiisie urpsl;

VBakail Ipyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii HeopuIaabHble aTYU U MOJbI;

Hcrions3yil CII0KHBIE U Pa3HbIE IAPOJIH;

Jlaxxe BO BpeMs WMIpbl HE CTOMT OTKJIIOYaTh aHTUBHpyc. lloka Thl wurpaems, TBOH

KOMIIBIOTEP MOTYT 3apa3uTh.

No ok w

Duwune umu Kpaosica TU4YHblX OAHHbBIX

OObIYHOM Kpaxell JeHer U JJOKyMEHTOB CETOJHs YK€ HMKOro He yAuBHfIlb, HO C pa3BUTHUEM
WHTEPHET-TEXHOJIOTUN 3TTOYMBIIUICHHUKH TEPEMECTHIIMCh B WHTEPHET, M MPOJIOJDKAIOT 3aHUMAThCS
«IFOOUMBIMY» JEJIOM.

Tak mnosiBUIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (UIIMHT, TJaBHas Ielb
KOTOPOT'O COCTOUT B MOJTY4YE€HUHU KOH(DUICHINATBHBIX JaHHBIX MOJIb30BaTENIe — JOIMHOB U MapOJIeH.
Ha anrnmiickoM s3pike phishing unrtaercs kak ¢umuHr (ot fishing — poiObHast noBus, password —
apoJib).

OcHOBHBIE COBETHI IO 6OpHOE C (HUITMHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Thl mos1o3peBaeliib, 4YTO TBOSI aHKETa Obla B3JIOMaHa, TO
HE00X0/IMMO 3a0JIOKUPOBaTh €€ M COOOUIMTH AJAMHUHUCTpATOpaM pecypca 00 3TOM Kak
MOYKHO CKOpee;

2. Hcnonp3yit Ge3omacHble BeO-CaiiThl, B TOM 4YHCIE, UHTEPHET-MarasMHOB U TOMCKOBBIX
CHUCTEM;

3. Hcnonw3yii cioxHble W pa3Hble Hapoiu. Takum o0pa3oM, eciu TeOs B3JIOMAlOT, TO
3JI0YMBIIUIEHHUKH TOJy4aT AOCTYI TOJBKO K OJHOMY TBOEMY IpO(UIII0 B CETH, a HE KO
BCEM;

4. Ecnu Tebs B3lIOMaiM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE

no0aBiieHbl y TeOs B IPY3bsAX, O TOM, YTO T€Os B3JIOMAIU M, BO3MOXHO, OT TBOETO UMEHU

OyZIeT pacchliaThCsl CllaM U CChUIKU Ha (PUIIMHTOBBIE CalThI;

YcranoBu HagexxHbIN apoib (PIN) Ha MoOMIbHBIHN TenedoH;

6. OTkiroun coxXpaHeHHUe MapoJis B Opaysepe;

o
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7. He otkpsiBaii (hailibl ¥ Apyrue BIOKEHHS B MUCbMAax Ja)K€ €CIM OHU MPUIUIM OT TBOMX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISLIN JIM OHU TeOe 3T (aiiibl.

Lughposas penymayus

[MudpoBast pemyramusi - 3TO HEraTWBHas WIM IMO3WTHUBHAs HHQopMmamus B ceTu o Tebe.
Komnpomerupyromass uHopManus pasMelIeHHAas B HHTEPHETE MOXET CEephe3HbIM 00pa3zoMm
OTpa3UThCs Ha TBOeW peanbHOW >ku3HU. «l{udpoBas penmyramus» - 3TO TBOH HMHIK, KOTOPBIH
bopmupyercs u3 nuHGopMaiu o Tede B UHTEPHETE.

TBoe MecTo XKHUTEeNbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHUX — BCE ITO HAKAIJIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCSATCS K MyOJMKaluu JIUYHOW HHpopManuu B
WNutepuere, He MOHMMAsE BO3MOXHBIX MOCIEACTBUNA. Thl Jake HE CMOXEIIb JI0TalaTbCsi O TOM, UYTO
dotorpadus, pasmenieHHas 5 IeT Ha3a/l, cTajla IPUYNHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommeHnTapuu, pasmenienue tBoux ¢ororpaduil U apyrue AEHCTBHS MOTYT HE HCUYE3HYTh
Jla’ke MOoCJIe TOro, Kak Thl UX YAaNullb. Thl HE 3HACIIb, KTO COXPaHWI 3Ty MH(POpMAILMIO, Tonaja JIu
OHa B TIOMCKOBBIE CUCTEMBI M COXpPaHMJIACh JIM OHA, a IJIABHOE: YTO MOJYMAalOT O Tebe OKpyKaroliee
JIIOM, KOTOPBIE HAUAYT M yBHIAT 3T0. Haiitn mHpOpMaImo MHOTO JIET CIIyCTSI CMOXET JIF000H — Kak
U3 J00pBIX MOOYKICHUMH, TaK U C HAMEPEHUEM IPUYMHUTB Bpe. DTO MOXKET ObITh KTO YTOJHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(POBOI permyTaluu:

1. Tlomymaii, mpexae 4YeM dYTO-TO MyONMKOBaTh M TepedaBaTh y ceOs B Oiore WM B
COIIMAJIbHOM CEeTH;

2. B Hacrpoiikax mpodwisi YCTaHOBH OTPAaHWYCHHS Ha TPOCMOTP TBOETO NPOQWISI U €ro
COAEPKUMOTO, CAETIAN €ro TOJBKO IS APY3En»;

3. He pa3Memaii u He yka3piBali HH()OPMAIIHIO, KOTOPas MOXKET KOTO-THO0 OCKOPOIIATh WIIH
00MXKaTh.

Aemopckoe npago

CoBpeMeHHbIE IIKOJBHUKW— aKTHUBHBIE MOJb30BATENN IU(PPOBOro mpocTpaHcTBa. OgHAKO
JaJIeK0 HE BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTMMM BO3MOXKHOCTSIMH LHM(QPOBOrO MHpa TpedyeT
COOJIIO/ICHHS ITPAB HA MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «WHTENIEKTyalbHas COOCTBEHHOCTB» OTHOCHTCA K PAa3JIW4YHBIM TBOPEHUSM
YEJIOBEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300PETCHHH M 3HAKOB, 0003HAUYAIOIMIMX COOCTBEHHOCTHh HA
MPOJAYKTHl U yCIyTH , M 3aKaH4YMBasi KHUTaMH, QororpadusMu, KHHOPUIEMaMU U MY3BIKAIbHBIMHU
IMPONU3BCACHUSAMU.

ABTOpCKHE TpaBa — A3TO MpaBa Ha HHTEIUIEKTYalbHYIO COOCTBEHHOCTb Ha IPOU3BEACHUS
HayKH, JUTEpaTypsl U HUCKYCCTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B KauyeCTBE TapaHTHHM TOTO, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TpyJ aBTopa He OyAeT HallpacHbIM, JacT €My CIpaBeIJIuBbIe
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOETO TPY/la, MOJIYYUTh U3BECTHOCTH U NMpu3HaHue. Hukro
0e3 pa3pelleHus] aBTopa He MOXET BOCIPOU3BOJUTH €ro MPOU3BEIECHUE, PACIPOCTPAHATh, TyOINYHO
JI€MOHCTPHPOBATh, IpoJaBaTh, MMIIOPTHPOBATh, IycKaTb B MPOKAT, MyOJIMYHO HCIIOIHSATH,
MMOKa3bIBaTh/UCHIONHATH B 3upe miu pazmemiats B HTepHere.

Hcnonb30BaHue «IMpPaTCKOro» MPOrpaMMHOIO OOECHEYEHUs] MOXKET NPUBECTH K MHOTIMM
pUCKaM: OT IMOTE€PH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTpPOWCTBa, TIJie
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YCTaHOBJICHHBIN HE JIeTallbHAas Tporpamma. He cTout Takxke 3a0bIBaTh, 4TO CYIIECTBYET JICTAILHEBIE U
OecriaTHbIE IPOTPaMMBbI, KOTOPHIE MOKHO HAMTH B CETH.

O nopmane

CeTeBI/IIIOK.p(l) — TBOH TJIaBHBIN COBETYHK B CETH. 3,[[605 Thbl MOXKCIIb Y3HATH O 0€30IaCHOCTH B
CCTU NNOHATHBIM U JOCTYIHBIM S3bIKOM, a4 ITPU BO3HUKHOBCHUU KpHTH‘IeCKOﬁ CUTyalluu O6paTI/ITBCSI 3a
COBETOM. A TaKxke IIPUHATH Y4aCTHEC B KOHKYpCaxX U CTaTb CaMbIM LII/I(i)pOBBIM IrpaXaaHUHOM.
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